
Top Ten Tips for Internet Safety

To be internet safe, it is very important to take a few extreme precautions:

1. Use strong, unique passwords for all of your accounts and enable
two-factor authentication whenever possible. I recommend at least
12 characters.

2. Do not keep your passwords on the computer or even in the
browsers. Unless you are using a reputable password manager,
such as the one from Trend Micro with IDSheild.

3. Be careful about the information you share online, especially personal information such
as your name, address, phone number, and birthdate.

4. Avoid clicking on links or downloading attachments from unknown
sources, as they may contain malware or phishing scams. Phishing is
on the rise and getting more sophisticated.

5. Use a reputable antivirus software to protect your devices from malware and other 
online threats. Such as the Trend Micro Package in IDSheild.

6. Use a virtual private network (VPN) when accessing the internet on
private and public Wi-Fi to protect your data from being intercepted
by others. Once again, Trend Micro from IDSheild.

7. At your home or at the office, use a secondary router with security
setting installed. Not off the self and plugged in as that option will
leave you vulnerable to hackers.

8. Be cautious when using social media and be mindful of the
information you share and with whom you share it.
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9. Be aware of scams and fraudulent activities online and do not give
out personal or financial information to unknown parties. Scams are
on the rise and getting more sophisticated.

10.  Seek the advice of an IT specialist to get safe add-ons that protect you and other 
software options.

By following these guidelines, you can begin to help protect yourself and your devices from 
online threats.

Keep in mind, with the rise and access to AI software, there will be more people using it for 
nefarious reasons.

Tech-Assist.ca is here to help! 1 888 257 8477
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